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Abstract 

Today viruses are the most well known and widespread threat to the security of computer systems and 
networks. Computer viruses are the most widely recognized example of a class of programs written to 
cause some form of intentional damage to computer systems or networks. 

In order to protect a computer system from being infected by           a computer virus, many individuals 
install anti-virus software assuming      a shield of immunity has been put between them. But this 
software detects only known viruses that have a signature for it in its data base. They do nothing about 
unknown viruses the real problem. 

Email is now the biggest source of viruses because of the increase in Internet use and complex functions 
that have been added to modern e-mail program, viruses are much more commonly spread by e-mail. 
These functions allow users to e-mail programs and dynamic documents around the world but can 
equally be used by malicious authors to spread viruses just as widely and quickly. 

In this thesis, the proposed method is to detect email viruses and stop them at earlier stage before the 
infection can take place so that the email virus can't spread further. 

The proposed system will detect and stop both known and unknown viruses and the detection of these 
viruses will be based on the viruses' behavior. This is done by analyzing the email (main body & 
attachments) for any suspicious code (malicious commands or statements) that could be       a virus and 
take a specific action according to the result of the previous step. 

The proposed method consists of two basic stages: first the detection stage and then the cleaning 
(repairing) stage. The proposed system which is called the (EDDS) will check every incoming email (main 
body & attachments), so that the detection stage will be considered into two steps: checking the main 
body of the email message for any malicious commands that could be a virus and checking the 
attachments of the email message for any suspicious codes or actions that could be a virus. Checking the 
attachments will depend on the attachment's extensions. The executable files that (EDDS) will process 
are (*.exe, *.com, *.vbs, *.pif, *.reg, *.bat, *.html, *.htm). 

Checking the main body of the email is done by searching for a specific DOS commands or statements 
that could be malicious. 
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Checking Word document file attached to email is done by checking the macro commands. Checking 
COM files attached to email is done by checking the first three bytes of the file, if it is a jump operation 
or not. Checking EXE files attached to email is done by checking the file's signature, if it is the original 
signature which is always equal to "MZ" if the file is not infected or the signature is changed; if the file is 
infected then check if there are some replacements in the entry point or check if there is a transferring 
for the DTA. Finally checking all executable files with the extensions (com, exe, bat, htm, html, pif, reg, 
vbs) by checking the attachment if it contains any of the DOS commands that will do malicious activity 
also check the attachment for special instructions that could be       a virus code and do harmful activity. 

The EDDS will give three choices for cleaning the infected email, the user will choose one of the three 
options that the second stage offer to remove the virus from the email so that the EDDS will reduce the 
infection rate of the email virus by stopping the spread of the infected email to other users via email. 
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