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Abstract 

The Directory Service that is provided by the Windows 2000 and 2003 Operating Systems, which is the 
Active Directory, has become an increasingly important service to provide the desired security for 
computer networks. Active Directory Domains enable convenient secure communication among 
disparate corporate entities as they manage users' access, enforce security restrictions and prevent 
inappropriate access to internal networks and resources. 

This work presents the implementation of Domain based software called Active Directory System 
Manager (ADSM). The main purpose of ADSM is to add services to an existing Active Directory Domain 
environment and provide the users with a secure connection through a computer network. ADSM 
contains three sub-systems: Administration, Shared Manager and Chat. The communication in those 
parts is based on Dynamic Packet Filtering technique that is the system analyzes each network access 
request; requests are then compared to a set of parameters that are already set by network 
Administrator to identify, authenticate and authorize each user on the network. The connection 
between any two nodes in the Domain is done through a secure tunnel. The implemented Tunneling 
Protocol in ADSM is the Point-to-Point Tunneling Protocol (PPTP). It is used to build the connection 
tunnels between the connected Clients through the network server; this prevents the intruder from 
attacking the data being transferred through the network. 

Furthermore, all of the data transferred through the tunnel is encrypted using 1024-bit RSA Encryption 
Algorithm; this adds an additional level of security to the ADSM. 

The ADSM was implemented using Visual studio's 2005 both Visual C++ and Visual Basic Programming 
Languages. It was tested on a Local Area Network (a star topology) and its operation in providing 
different services to the connected clients, i.e. Domain users, (through the Server) has been checked 
and it gives encouraging results. 
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