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Abstract 

Iraqi electrical power control network consists of three regional control centers (Southern Regional 
Control Center SRCC, Northern Regional Control Center NRCC, and Central Regional Control Center 
CRCC).Each one of them is concerned with collecting data from its corresponding Remote Terminal Units 
(RTU) and keeping up a database of the value acquired. A communication channel between these 
regional control centers is necessary to keep the National Control Center (CRCC) up-to-date with the 
database in the other two control centers. Region to region communication in SCADA system for TCP/IP 
protocol is achieved by a RS-232-c link between these control centers. Communication protocols based 
on a layered architecture are responsible for managing the like.   
In this thesis the Region-To-Region system consists of five layers (Physical, Data Link, Network, 
Transport, and Application). The Physical layer uses the RS-232-c or USB to connect the control centers. 
In the Data Link layer uses HDLC frame to carry data from upper or down layer with depending 
authentication protocol (for security) in this layer. Network layered uses the IP (Internet Protocol) which 
have unique address of the host to deliver the data to specific host. Transport layer uses the 
Transmission Control Protocol (TCP) protocol which is responsible for making and maintain the 
connection and sending/receiving data. Finally, the application layer which is used SCADA system for 
supervise the control center and this layer used AES as a method of data encryption. The three layers 
(Data Link, Network and Transport) will be used the headers compression methods to reduce the 
overhead on the system.  
The suggested software which works under windows XP operating system is implemented by using 
visual basic programming language.  
The simulated communication protocols have been tested between two PCs and measuring the time 
delay, throughput and utilization. The time delay values was vary from 0.3666 msec at 2 bytes to 1.29 
msec at 128 bytes by using the uncompressed headers, but  these values was reduced to 0.1686 msec at 
2 bytes to 1.0926 msec at 128 bytes by using the header compression. 
The throughput values was vary from 43644 bps at 2 bytes to 793798 bps at 128 bytes by using the 
uncompressed headers, but these values was increased to 94899.1 bps at 2 bytes to 937213.9 bps at 
128 bytes by using the header compression. 
The utilization values was increased by using the header compression to 6.32% at 2 bytes and 62.47% at 
128 bytes, since it was 2.9% at 2 bytes and 52.8% at 128 bytes without header compression. 
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