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Abstract 

Network security systems have a great importance in protecting confidential (private) data from being 
accessed by unauthorized persons or intruders. One of the security system violation methods is protocol 
steganography that uses the network protocol as a container (cover) for the data needed to be 
protected without the need for changing the hidden data or noticeable changes to the protocol. 
In this work, another method for steganography system is proposed. The used packet steganography 
method based on (Transmission Control Protocol / Internet Protocol) TCP/IP header field is to cover the 
secret message. An intelligent technique (Swarm Intelligence) has been employed to enhance the 
proposed system represented by firefly algorithm. 
 In the proposed system, the secret character is encoded to ASCII (American Standard Code for 
Information Interchange) before merged in IP Identification field using specially designed embedding 
algorithm in order to make the system more complex to be defeated by attackers. 
The use of firefly algorithm made good impact to enhance the proposed system, through choosing best 
suited packets for hiding according to protocol type, packets total length and IP Identification field as 
features. 
The proposed system is evaluated through captured traffic which proves that most of IP packets use TCP 
protocol. A histogram of choosing packets by firefly algorithm is given. 
A sample of (100 raw packet) was analyzed with secret message of (41 characters) and calculated 
Maximum Transfer Unit (MTU) value to define chosen packets total length (from 500 to 1452 bytes). The 
capacity evaluation of the proposed system proves that the ratio of maximum chosen packet for 
steganography is (53 %) of the raw packets. 
The maximum execution time for hiding (53 characters) in (100) raw packets without firefly algorithm is 
approximately (121 Microsecond), and with using firefly algorithm is approximately (128 Microsecond). 
These times are reasonable for steganography system. Therefore, the enhancement is successful using 
the proposed system. 
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