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Abstract:

Every few years, computer security has to reinvent itself. New technologies
and new application bring new threats, and force us to invent new protection
mechanisms. One of the problems of the security systems is the increase the
information that wanted to transfer without loss any information and keep the
information with secrecy manner in this paper produce new approach aim to
combine between two direction, cryptography algorithm and compression
algorithm to reach to a new algorithm increase the secrecies with reduced the
size of information from the selected image in three level according to the
compression algorithm that selected in this paper, without loss any important
information, the proposed algorithm.

Result is passing all popular tests and the result give accepted result.

1-Introduction:

Partial encryption enables information of different levels of security and / or
destined for different uses to be encrypted into the same ciphertext. This
property has many applications. It is known that an image can be considered as
a combination of correlated and uncorrelated data as well as most of the
perceptual information are present in the correlated data rather than the
uncorrelated data. Hence, the amount of residual intelligence present in an
encrypted image depends on the correlated data. It is, therefore, sufficient to
encrypt the correlated data instead of encrypting the entire image in order to
speed up the entire operation. From the perception point of view, the most
significant bit (MSB) planes have high adjacent correlation between the pixels
whereas the least significant bit (LSB) planes contain comparatively more
uncorrelated data. PRS with simple hardware like m-sequences and Gold
sequences have less correlation between the adjacent bits.
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2- Image Compression:

Image compression is the application of Data compression on digital images
In effect, the objective is to reduce redundancy of the image data in order to be
able to store or transmit data in an efficient form. Image compression can be
lossy or lossless. Lossless compression is sometimes preferred for artificial
images such as technical drawings, icons or comics. This is because lossy
compression methods, especially when used at low bit rats, introduce
compression Lossless compression methods may also be preferred for high
value content, such as medical imagery or image scans made for archival
purposes [3].

3- cryptography:
Cryptography is the study of mathematical techniques related to aspects of
information security such as confidentiality, data integrity, entity
authentication, and data origin authentication [6].
Cryptographic systems are characterized along three independent
dimensions:[1,2]

1- The type of operations used for transforming plaintext to ciphertext. All
encryption algorithms are based on two general principles: substitution, in
which each element in the plaintext (bit, letter, group of bits or letters) is
mapped into another element, and transposition, in which elements in the
plaintext are rearranged.

2-The number of keys used. If both sender and receiver use the same key, the
system is referred to as symmetric, single-key, secret-key, or conventional
encryption.

3-The way in which the plaintext is processed. A block cipher processes the
input one block of elements at a time, producing an output block for each
input block.

4- Wavelet Transform 2D:

Human visual perception is known to function at multiple. Wavelet
transforms were developed for the analysis of multiscale image structures.
Unlike traditional transform domain methods, such as the Fourier transform,
wavelet-based methods not only dissect singles into their component
frequencies but also enable the analysis of the component frequencies across
different scales. As a result these methods are more suitable for such
applications as image data compression, noise reduction, and edge detection [4].

4-1-Wavelet-Based Image Compression:

There are two type of image compression: lossless and lossy. With losses
compression, the original image is recovered exactly after decompression.
Unfortunately, with images of natural scenes it is rarely possible to obtain
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error-free compression at a rate beyond 2:1. Much higher compression ratios
can be obtained if some error, which is usually difficult to perceive, is allowed
between the decompressed image and the original image. This is lossy
compression. In many cases, it is not necessary or even desirable that there be
error-free reproduction of the original image [4].

4-2- Lossy Compression:

This paper on the following methods of losses compression: DWT
(Discrete Wavelet Transform).

Quantizing refers to a reduction of the precision of the floating point values of
the wavelet transform, which are typically either 16 or 32 or 64 bit floating
point numbers [5].

To use less bits in the compressed transform which is necessary if
compression 8bpp or 12bpp images is to be achieved these transform values
must be expressed with less bits for each values. This leads to rounding error.
These approximate, quantized, wavelet transforms will produce approximation
to the images when an inverse transform is performed. Thus creating the error
inherent in lossy compressed see image compressed in figure (1) and image
decompressed in figure (2) [5].

Wavelet - Compressed
Image | — e — | Quantize | ++ . —y | wompresse
£ Transform Q Encode Image

Figure (1) Compressed of Image

' woxNimate [ -

Compressed — "J'""IP] roximalte _ Inverse | qund off to

Image — Ml | Wavelet = | Wavelet — | integer values,
Transform Transform |create Image

Figure (2) Decompressed of Image
5- Wavelet Thresholding:

The application of wavelet-based methods to image enhancement has been
studied extensively. A widely used technique known as wavelet thresholding
performs enhancement through the manipulation of wavelet transform
coefficients so that object signals are boosted while noise is suppressed. Wavelet
transform coefficients are modified using a nonlinear mapping. Hard-
Thresholding and soft- thresholding functions are representative of such
nonlinear mapping functions[4].

if X>T Then X-T
IfX<-T Then ®X)= X+T (1)
if  X|<T Then 0



Small coefficients (below thresholding T or above -T) normally
corresponding to noise and are reduced to a value near zero. Usually, the
thresholding operation of equation (1) is performed in the orthogonal or
biothorgonoal wavelet transform domain [4].

In the following shown complete example to compress on image size(0-255) and
type (BMP), shown in figure(3).

1 2|5 8§ [17 24 25 32 L] 25 817 24 25 32
3 4|6 7|18 23 26 31 346 718 23 26 31
9 10|13 14|19 22 27 30 9 10|13 1419 22 27 30
12 11|15 16|20 21 28 29 12 1115 16120 21 28 29
33 34 35 36|49 50 54 55 33 34 35 36|49 S50 54 55
40 39 38 37[51 53 56 6l 40 39 38 37|51 53 56 6l
41 42 43 44|52 57 60 62 41 42 43 44|52 57 60 62
48 47 46 45(58 59 63 64 48 47 46 45|58 59 63 64
16 Parts of Images (2-level) 32 Parts of Images (3- level)

Figure (3)

6- Residual Intelligibility and Regularity of Digital _image:

When ciphering systems are constructed, there must be some techniques to
show the amount of residual intelligibility in ciphered images, and the quality of
the reconstructed images. The noise (chaotic) with low residual intelligibility
and low quality, on other side the reconstructed (deciphered) image, must give
high intelligibility and high quality with high level of regularity[7].

6-1 Objective Fidelity Criteria
The objective fidelity criteria provide equations that can be used to
measure the amount of error in the reconstructed (deciphered) images or to
measure the amount of error between pure image and ciphered image.
Commonly used objective measures are the Root-Mean-Suare error (MSE),
Signal-to-Noise Ratio (SNR) and the Peak Signal-to-Noise Ratio (PSNR) [8].

stepl: (The Mean Square Error (MSE)).

The MSE is the average of the square of errors (pixel differences) of the
two images, it is found by taking the square root(“root”) of the error squared
(“square”) divided by the total number of pixels in the image (“mean”) [10]:

H-IW-1

MSE =% > 3 (f(y)- 1 (xy))

H y=0x=0
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The Root Mean Square error (RMSE) is defined as the square root of the
Step2: (PMSR)

RMSE = {ﬁ :ZJWZS(f (x,y)-f'(x, y))z}

Hence, the smaller the value of MSE, the better the deciphered image
represents the original image and the large value of error. The better the
ciphered image conceal pure image information.

Step2: (Signal to Noise Ratio).
It is fidelity parameter used to measure the distortion level caused by
image cryptography can define as.

T (F(x,y)?
SNR = H—1W—:)L/:0 =
yZOXZ_é(f (X, y)- f'(x,y))

And
Peak Signal to Noise Ratio (PSNR) can be defined as [9]:
Step3:(PSNR)

255)°
PSNR =101o (255)°
910( MSE j

where MSE is the mean square error.

In image cryptography, the large value of PSNR implies a better-
deciphered image, and smaller number implies better image concealment of
original image is obtained.



In down the block diagram that explain the main idea for to proposed

algorithm

\4

Image Decomposed

\4

Image Compression

\4

Level 1 Level 2 Level 3

A 4

Encryption Image

[Parameter of Algorithm]
A: parameter of original image.
B: parameter of image four
parts.
C: parameter of image sixteen
parts.
D: parameter of image thirty-two
Parts.
Temp: parameter of swap.
SFC: parameter of array.
Ars: parameter of array.




7- Proposed New Approach Method for RC4 Using 2D Wavelet

Transform :

In this research the photographs of the type (Bit Map Picture) and the pressure
of the image to fragmentation manner Wavelet transform 2D into four parts
and then take the picture in the first level LL1 as in Figure (5) that shown
any part of the upper left of the original image.

{The first part in pushing the image at the first level LL1 and the sixteen to
divide any part of the picture in the second level LL2 as in Figure (6) and
then apply the RC4 encryption algorithm on the image}.

Process: (level one)
Input: compression Image, key (RC4 algorithm).
Output: Cipher Image.
Stepl: Initial
A= Load original picture.
B= Compressed picture to decomposed with four parts (LL1).
C= Compressed picture to decomposed with sixteen parts (LL2).
D= Compressed picture to decomposed with thirty-two parts (LL3).
Step2: Encryption Process Level two:
For x=0 to Ni2-1
For j=0to Nj2-1
Ars (y) =far2(x,y)
Step3: Applied the key on the picture in RC4 algorithm:
J=0
For i=0to Nj2-1
J=ADbs ((j+Ars (i)+(i modlen(txtkey.Text)))modNj-1)
Step4: Swap in RC4 algorithm:
Temp= Ars (i)
Ars (i) = Ars (j)
Ars (J) = Temp
Fory =0 to Nj2-1
St (x,y) = Ars (y)
Step5: Result (Put the result of encrypted picture in E).

{In the second part, press the image at the second level LL2 and divide into
thirty-two any part of the picture in the third level LL3 as in Figure (7) and
also apply the RC4 encryption algorithm and this algorithm has been
explained in detail above, where the image is encrypted based on the length of
the key used to encrypt the image and the key system used to be binary

number (0,1)}.



Step6: initial {the same A, B, C, D picture}
Step7: Encryption Process Level three:
For x=0 to Ni-1
For j=0to Nj-1
Ars (y) = far (x,y)
Step8: Applied the key on the picture in RC4 algorithm:
J=0
For i=0 to Nj-1
J=ADbs ((j+Ars (i) + (i modlen (txtkey.Text)))modNj-1)
Step9: Swap in RC4 algorithm:
Temp= Ars (i)
Ars (i) = Ars (j)
Ars (j) = Temp
For y=0to Nj-1
Sf(x,y) =Ars(y)
Step10: Result (Put the result of encrypted picture in F).
End.

As the image increases as the encryption key length in the second level and
third level LL2 and LL3 Encryption and more to the picture when it is sent
over the Internet landscape is not lost because it is compressed based on partial
encryption when it is sent over the Internet and network possible for the

recipient to open the code and get the picture.

The more compact than the picture whenever the encryption process faster and
less time in the process of sending the picture through the networks.

In the following figure (4-a, b, ¢) shown the block diagram for decomposed

three level.

row—wise column-wise

— L H —_—

Figure (4-a) First Level Decomposed

LLI

HLI

LHI




LL2 | HL2 HL2
HLI HLI
LH2 | HH2 LH2 | HH2
LH1 HHI LH1 HHI
Figure (4-b) Two Level Decomposed Figure (4-c) Three Level Decomposed

Implementation:
In this section executed the proposed algorithm and the selected image is size
(255) and shown in the result of the selected image in three levels.

In the following shown in figures (5, 6,7) the executed the algorithm.

Image original



Figure (5) Image Four parts first Level

Figure (6) Image Sixteen parts second Level

l
b

Figure (7) Image Thirty —two parts three Levels
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Image Fo

Test the results:

ur part

Image sixteen part Image thirty-two

In this section execute two more tests the cipher image, shown in figure (8)

and figure (9).

Length of Key Level Encrypted picture
One byte 2
Two byte 2
Three byte 2
Four byte 2
Five byte 2
Six byte 2

Figure (8) Test one
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According from the result that obtained form encryption process for the image
show that when increase the key length size reach to image with good cipher
that cancel all the information.

Length of Key Level Encrypted picture
One byte 3
Two byte 3
Three byte 3 : }
Four byte 3
Five byte 3
Six byte 3

Figure (9) Test two

According to the measurement test illustrated that in section (6)
implementation the measure on the cipher image.

In the following shown the result for test on all image with three levels in
table (1)
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According to the result in table (1)
From the results of the measures that were used to test the ciphered
images, we can obtain the following:-

1- The large results of MSE means the proposed algorithm is succeeded to
conceal pure image information (i.e. there are large errors in ciphered
Image caused by the use of the proposed algorithm.).

2- The small results of SNR and PSNR means the proposed algorithm caused

large noise (i.e. small, a result implies better image concealment of original
image.).

8- Conclusion:
In this research can be detected three conclusion:

1- Image Encryption plays an important role in the image sent through the
local and international networks in order to maintain the structure of the
picture, especially when the image is compressed where the encryption

part of the picture.

2- Image has been way RC4 encryption to maintain the structure of the
image and based on the length of the key to this method as the key length
Increases as becoming stronger as the compressed image encryption
possible and return to the original image when received.

3- Without loss any information according to the results from the tests.
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Table (1)

Image MAE MSE RMSE PSNR SNR
cipher
R G B R G B R G B R G |B| R G B

lBﬁ 16402366 | 0.527337 | 0.367337 | 3305794586 | 5868.168533 | 11994325311 | T2.840885 | 76.60307 | 34.633113 | 2921886 | 2771864 | 5 | 6101360 | 5547700 | 8371344
g]ii: 16402366 | 3274082 | 0.746982 | 530570438 | 6322128083 | 1178.710530 | T2.840885 | TO.51181 | 3433233 | 2921886 | 2.663124 | 5 | 6.101560 | 5343778 | 84511
Ii]i{ 1115978 | 671641 | 1103873 | 8328.46901 | B236.961124 | 1351167717 | 92340715 | 00.86782 | 39.307330 | 22443007 | 2288233 | 5 | J.712783 | 3836638 | 7.130072
Il.]ii: -13.07023 | -7.96795 | 1086698 | 8367312400 | 8212039066 | 1311139851 | 91.473069 | 90.71604 | 38.873381 | 22701700 | 2292791 | 5 | 3.703620 | 3871159 | 7.340412
1:;]% 1467207 | -1LT036 | 0.367396 | TO4L3483T | T870.905791 | 1164.417893 | 89.114244 | BR.TISIZ | 34123368 | 2341366 | 2333823 | 5 | 3930130 | 4.001191 | §.466099
?i!:' 1383452 | (12,3969 | 095340 | TAST.25207 | 752223588 | 1120388476 | 87.203731 | 86.73083 | 33472204 | 23018380 [ 2.416536 | & | 4117363 | 4.107969 | 8.633501
LIIE 7944489 | 9.342040 | 17.228371 | T113.694600 | T928.481628 | 3820224487 | S4.317T21 | 80.04202 | 61307064 | 2494707 | 2343795 | 3 | 4342803 | 4438034 | 5024882
glﬁ} 11691270 | 7.950793 | 3727777 | 635743380 | 670200533 | 1261603985 | 79.733520 | 8186633 | 35519065 | 2653071 | 2579135 | § | 5340165 | 4.692629 | 7313600
LSIE 7808642 | 0.951388 | -3408179 | 840498617 | 7751851138 | 21348303830 | 02.168249 | 88.04430 | 43460250 | 2249633 | 2237484 | 4 | 4.083066 | 4.080373 | 4.609900
Illlﬁ -0.993243 | 035060 | -343308 | BBST.TSNAL | 8M13JER30 | 235873681 | 94115637 | OLIT762 | 48.36703 | 2103275 | 227896 | 4 | 3911700 | 3703057 | 4.626051
I:;]ﬁ3 -0.882645 | 6.500246 | 6.0733011 | 8398.760226 | 737236037 | 1238.261712 | 91.644750 | 8586362 | 351880431 | 22630775 | 2444558 | 5 | 4121680 | 4314219 | 7483401
EE 0704125 | 048234 | 1753200 | 9866428063 | 8137360760 | 1773229711 | 99.329805 | 00.20737 | 421334749 | 20802944 | 2308144 | 4 | 3422230 | 3.885560 | 017110
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