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ABSTRACT

Many sites on the web aim to protect the personality of their data and
information that contains, and to prove their royalty. The watermark is one of many
tools that used as a protection material to this information. This watermark is
subjected to attack in order to invalidate the personality of data that registered in the
web. This research aims to produce proposal techniques to attack the watermark
server and disturb the watermarking service that produced by this server. The
proposed attack implemented by two ways. The first attack takes place on the server
database in order to change the information of the watermarking of all images that
registered previously. The Second is a wider attack takes place on the server
application including the attack on the database, therefore the attacker can have an
access to the registered image that contains the watermark and tampers with it in a
manner that will be difficult for the server to prove its registrations and therefore the
original owner will loss the legality of his image.

The work implemented on experimental website in (client\server environment)
to attack this service, and the attack was evaluated and produced good result leads the

server to Denial of Service.
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